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ISO/IEC 27001 : 2022 Information security, cybersecurity and privacy protection —
Information security management systems — Requirements

ISO/IEC 27002 : 2022 Information security, cybersecurity and privacy protection —
Information security controls

GB/T 25068. 1—2020 5 BHA ZAEFA WM&Za By HFEMME

GB/T 25069—2022 f5EZAHA Rif

GB/T 28454—2020 {5 EHA ZAEFAR MNMIKNAPTE ARG (IDPS) HIEFE. HIZEMERIE

GB/T 28458—2020 {5 R Z&H A WM& LA fRIRR SR TE

JR/T 0158  EZF S0 Hd 7 25 iR 5
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GB/T 25069—2022 1 Fi 7€ B LA K R HARTE R E & T A St

3.1

L&l security domain
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[3RJR: GB/T 25068. 1—2020, 3.35]
3.2

AR intrusion
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[SkJE: GB/T 25068.1—2020, 3.17]
3.3

NIZHM  intrusion detection
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[kF: GB/T 28454—2020, 3.17]

3.4

BURBIE sensitive data
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3.5

BIELSE data security
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3.6

SE&  information assets
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3.7

e EZ% security baseline
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3.8

MR 224 imE  cybersecurity vulnerability
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4 HEBgIE

T g i AT

APL: MW HHFEF#E:10 (Application Programming Interface)

APP: N HFER (Application)

CMDB: Md B B F%d)%E (Configuration Management Database)
DHCP: ZhA&FHLECE P11 (Dynamic Host Configuration Protocol)
DLP: #AEPiitE (Data Leakage Prevention)



DMZ:
DNS:

AEZEFH AKX (Demilitarized Zone)
44 £ 4t (Domain Name System)

HIDS: F&T EHTNAZHM RS (Host-based Intrusion Detection System)

IDS:
IPS:

NZEIM £24: (Intrusion Detection System)
NIZPif 24 (Intrusion Prevention System)

JSON: JS %t faiiE (JavaScript Object Notation)

KMS:
NTP:
POC:
UPS:
URL:
WAF:
SOAR:
S0C:
SOP:

ZEAE M 25 (Key Management System)
W2 i) [a] $p0 (Network Time Protocol)

I EME IR (Proof of Concept)

AEJWT YR (Uninterruptible Power Supply)
G —yREN 24 (Uniform Resource Locator)
Web NFHT47 524t (Web Application Firewall)

2438 s Ry (Security Operations Center)
PREVEMEAZ Y (Standard Operating Procedure)

RASP: 14T N HFARP (Runtime Application Self-Protection)

XML:

H Y EbrdTE S (BExtensible Markup Language)

YAML: B —FpridiE = (YAML Ain’ t Markup Language)
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2 AR B3 B. (Security Orchestration, Automation and Response)
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